Data Privacy Best Practices W= PSA
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PUBLIC SERVICE ALLIANCE

Complete the Digital Defense personal security checklist

Use data privacy services to remove personal data such as home addresses from
data broker sites (third-party service discount available via PSA)

Use services to monitor for personally identifiable information (PIl) on the dark web
(third-party service discount available via PSA)

Activate privacy settings on social media (Facebook, Instagram, LinkedIn, X, YouTube,
Snapchat, TikTok); Consider Block Party for social media cleanup
(third-party service discount available via PSA)

Make account payments, posts, and friends lists private

Freeze vour credit and enable fraud alerts

This list is not exhaustive. Inclusion of a link does not constitute or imply endorsement of its content. The information provided is for general reference only,
is not legal advice, and does not create an attorney—client relationship. It does not substitute guidance from a qualified attorney. If you are in immediate
danger or experiencing a life-threatening situation, please call 911 or your local authorities.


https://digital-defense.io/
https://thepublicservicealliance.com/join-psa/
https://thepublicservicealliance.com/join-psa/
https://www.facebook.com/help/325807937506242/
https://help.instagram.com/196883487377501
https://www.linkedin.com/help/linkedin/answer/a1337839/?lang=en
https://help.x.com/en/safety-and-security
https://support.google.com/youtube/topic/2803240?hl=en&ref_topic=6151248
https://help.snapchat.com/hc/en-gb/articles/7012343074580-How-do-I-change-my-privacy-settings-on-Snapchat
https://www.tiktok.com/safety/en/account-settings
https://www.blockpartyapp.com/
https://consumer.ftc.gov/articles/credit-freeze-or-fraud-alert-whats-right-your-credit-report

Data Privacy Best Practices W= PSA

PUBLIC SERVICE ALLIANCE

Turn off app location permissions — or limit to “when in use only” (Apple, Android)

Turn off location services on your phone camera (Apple, Android)

Avoid posting real-time photos on social media to protect your location
Use privacy screens for your laptop and phone in public
Remove your Pll from Google search results

Blur your home on Google Maps

S N NN SN S SN

Check if you can redact your Pll — including your home address —
in certain public records

This list is not exhaustive. Inclusion of a link does not constitute or imply endorsement of its content. The information provided is for general reference only,
is not legal advice, and does not create an attorney—client relationship. It does not substitute guidance from a qualified attorney. If you are in immediate
danger or experiencing a life-threatening situation, please call 911 or your local authorities. 2


https://support.apple.com/en-us/102647
https://support.google.com/accounts/answer/3467281?hl=en
https://support.apple.com/en-us/102515
https://support.google.com/photos/answer/9921876?hl=en#zippy=
https://myactivity.google.com/results-about-you/home?rapt=AEjHL4M1e5nQc0P_GhhPaA1BJZ4s_whanc9BRAPMT-9OfEW__vqP0fF51Efs67OOxAF7yxqc5R8BaA_gk6i5cYlJ7AK0eIQ3IQ
https://support.google.com/maps/answer/15439776?hl=en
https://iapp.org/resources/article/us-state-privacy-legislation-tracker/#state-privacy-law-map

Digital Security Best Practices W= PSA

PUBLIC SERVICE ALLIANCE

v Review Take9 cybersecurity best practices

N

Enable multi-factor authentication (MFA) on all accounts (e.g., email, bank account)
(e.g., Authy, Google Authenticator, or hardware keys such as Titan Key preferred to SMS

verification via text)

Enroll in advanced security protection (e.g., Google, Apple)

Never click unrecognized links or download unrecognized files

Complete the Consumer Reports Security Planner checklist

Create strong, unique passwords and change them regularly

Use a password manager
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Use a non-identifiable username and strong password for your home Wi-Fi

This list is not exhaustive. Inclusion of a link does not constitute or imply endorsement of its content. The information provided is for general reference only,
is not legal advice, and does not create an attorney—client relationship. It does not substitute guidance from a qualified attorney. If you are in immediate
danger or experiencing a life-threatening situation, please call 911 or your local authorities. 3


https://pausetake9.org/protect-yourself/?utm_source=cep-PublicServiceAlliance&utm_medium=referral&utm_campaign=pause-take-9-cnp-partner
https://www.cisa.gov/secure-our-world/turn-mfa
https://www.authy.com/
https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&hl=en_US
https://store.google.com/product/titan_security_key?hl=en-US&pli=1
https://landing.google.com/advancedprotection/
https://support.apple.com/en-us/108756
https://help.snapchat.com/hc/en-gb/articles/7012343074580-How-do-I-change-my-privacy-settings-on-Snapchat
https://www.consumerreports.org/electronics/digital-security/tips-for-better-passwords-a3656305306/
https://www.wired.com/story/best-password-managers/
https://consumer.ftc.gov/how-secure-your-home-wi-fi-network

Digital Security Best Practices W= PSA

PUBLIC SERVICE ALLIANCE

v' Avoid using public Wi-Fi to the extent possible, use a VPN if you do
(third-party service discount available via PSA)

v Text and call with encryption (e.g., Signal, iMessage, FaceTime audio), subject to guidance
from legal counsel to preserve certain forms of communication, as applicable

v Keep software regularly updated (iPhone/iPad, macOS, Android, Microsoft Windows)

v Complete Brightlines’ mobile security checklist

v/ If you are experiencing online threats, consider filing a report with Pirth.org to receive a
personalized action plan and request that Pirth directly escalate reported threat(s) to the
appropriate social media platform(s) in its capacity as a trusted/priority flagger. Create a
PSA account to receive expedited access to Pirth.org whose resources are free.

This list is not exhaustive. Inclusion of a link does not constitute or imply endorsement of its content. The information provided is for general reference only,
is not legal advice, and does not create an attorney—client relationship. It does not substitute guidance from a qualified attorney. If you are in immediate
danger or experiencing a life-threatening situation, please call 911 or your local authorities. 4


https://thepublicservicealliance.com/join-psa/
https://signal.org/
https://support.apple.com/guide/security/imessage-security-overview-secd9764312f/web
https://support.apple.com/guide/security/facetime-security-seca331c55cd/web#:~:text=The%20audio%2Fvideo%20contents%20of,and%20receiver%20can%20access%20them
https://support.apple.com/en-us/118575
https://support.apple.com/en-us/108382
https://support.google.com/android/answer/7680439?hl=en
https://support.microsoft.com/en-us/windows/install-windows-updates-3c5ae7fc-9fb6-9af1-1984-b5e0412c556a
https://drive.google.com/file/d/1YFn-6dh2VlbNYlQg1Tf3t8SZym9RnYrv/view
http://pirth.org
http://pirth.org

Home Security Best Practices W= PSA
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PUBLIC SERVICE ALLIANCE

Install motion-sensor lights around your home perimeter and ensure your home perimeter is
well lit at night

Control vegetation to reduce possible hiding places
Know who has a key to your house; change the locks if you don’t; keep your home locked
Install cameras around your home perimeter (hard-wired cameras are less susceptible to jamming)

Install a home security system connected to your local police (e.g., ADT, Brinks, Ring, Vivint,
SimpliSafe) (certain third-party service discounts available via PSA)

Harden doors and windows (e.g., deadbolts, bars, smart locks, shatterproof window film)

Contact USPS if you receive suspicious mail

Establish connectivity with your local police department if you are at increased risk of doxxing or
swatting; reach out to PSA with questions (Hello@ThePublicServiceAlliance.com)

This list is not exhaustive. Inclusion of a link does not constitute or imply endorsement of its content. The information provided is for general reference only,
is not legal advice, and does not create an attorney—client relationship. It does not substitute guidance from a qualified attorney. If you are in immediate
danger or experiencing a life-threatening situation, please call 911 or your local authorities.


https://www.adtsecurity.com/?vn=incsize&ckmid=103155&webdnis=WEB0032223&a=144&ocid=1023010&agid=152790904514&subid=2034068578.2034068578.1772796277&s1=2034068578.2034068578.1772796277&gclid=Cj0KCQiA7se8BhCAARIsAKnF3rxGoq3prz1OhjNfGOfO8jPPdM8UYD6p1OZYShlKJvQlTNNlZz9qcsMaAhmxEALw_wcB&device=c&cpid=110161&utm_source=google&utm_medium=cpc&utm_campaign=cf.google.r.p2.bps.search_-_head_term_-_dt&cookiereset=1&c=111848&s3=e.g.660667510532&s4=c&s6=9007543&ls=g&s20=110161&s19=R_DM_BPS_ADT_GOO_G_R_B_ADTBrand2-HeadTerm-DT&s15=WEB0032223&s7=google&s14=cpc&s18=cf.google.r.p2.bps.search_-_head_term_-_dt&gad_source=1
https://brinkshome.com/secure/home-security-systems?infinity=ict2~net~gaw~cmp~G_Search_Branded~ag~Brinks_HomeSecurity~ar~697800872335~kw~brinks%20home%20security~mt~e&campaignid=20286827729&utm_term=brinks%20home%20security&utm_campaign=G_Search_Branded&utm_source=google&utm_medium=ppc&hsa_acc=7267638592&hsa_cam=18944043348&hsa_grp=160308632054&hsa_ad=697800872335&hsa_src=g&hsa_tgt=kwd-38650660&hsa_kw=brinks%20home%20security&hsa_mt=e&hsa_net=adwords&hsa_ver=3&gad_source=1&gad_campaignid=20286827729&gbraid=0AAAAAD-ycVy4xn58ddnR8QusbzXoDPN3s&gclid=Cj0KCQjwh5vFBhCyARIsAHBx2wyv2OmLTHGWGaH-oCtSJ87ibgFDuiJBqDIGIpXQl9NXvQq5fZpCSKYaAhlzEALw_wcB
https://ring.com/collections/home-security-systems/?utm_source=google&utm_medium=search-cpc&utm_campaign=evergreen-na-2024&utm_content=alarm-search-na-alarm-na&utm_term=brandexact&gad_source=1&gclid=Cj0KCQjwytS-BhCKARIsAMGJyzp_-ytbqrKd44RDR125SerWtP2kxuWRzvpHv_GukKCtCFwjZFx6l34aAvzLEALw_wcB
https://www.vivint.com/ppc/brand?exid=117156&utm_medium=cpc&utm_term=vivint&utm_source=google&c_ps=s.google_k.vivint_m.e_n.g_po._d.c&geo=9007527&dpsg=&utm_campaign=146236557&cq_net=g&promo_id=&gad_source=1&gclid=Cj0KCQjwytS-BhCKARIsAMGJyzrIj4tpQYnIy0OttewLLU1ATj03NT6Oy6yssYqH-60N4m-r_jjtySQaAqw0EALw_wcB
https://simplisafe.com/simplisafe-vs-adt-vs-ring?pcrid=681006569012&utm_campaign=gs.competitors.exact.tcpa&utm_term=ring%20camera&utm_content=143768795263&utm_medium=search&utm_source=google&utm_network=g&utm_device=c&utm_target=&utm_position=&gad_source=1&gclid=Cj0KCQiA7se8BhCAARIsAKnF3rw0Lz39abNEQzTi5KPjSfOxBDV_ZK4YZNur8T9YulYqhN2lM-QyYdYaAiBXEALw_wcB
https://www.uspis.gov/tips-prevention/suspicious-mail
mailto:Hello@ThePublicServiceAlliance.com

Physical & Personal Security Best Practices Ww=PSA

PUBLIC SERVICE ALLIANCE

v' Review the FBI Threat Intimidation Guide

Remain vigilant and aware of your surroundings
Limit phone and earbud use in public to reduce distractions

v
v
v/ Vary your routines to deter potential stalkers

v If you suspect you’re being followed, trust your instincts. Avoid confrontation
and head to a well-lit, populated area. Avoid going home directly, and, if safe
to do so, enter a public location, such as a store, restaurant, or library. Call
9-1-1 or your local emergency number to report the situation if you believe

your safety is at risk.

This list is not exhaustive. Inclusion of a link does not constitute or imply endorsement of its content. The information provided is for general reference only,
is not legal advice, and does not create an attorney—client relationship. It does not substitute guidance from a qualified attorney. If you are in immediate
danger or experiencing a life-threatening situation, please call 911 or your local authorities. 6


https://www.fbi.gov/investigate/counterintelligence/threat-intimidation-guide

Physical & Personal Security Best Practices W= PSA

PUBLIC SERVICE ALLIANCE

v Park in well-lit areas and keep your car doors locked

\

Keep emergency contacts readily available

v ldentify a safe word and reunification location
(share with trusted family/friends)

v/ Consider using portable security devices such as travel locks for hotel room doors

v Contact PSA for a low-cost personal security session with former
USSS and/or FBI experts (Hello@ThePublicServiceAlliance.com)

v Make an emergency response plan (see following page for details)

This list is not exhaustive. Inclusion of a link does not constitute or imply endorsement of its content. The information provided is for general reference only,
is not legal advice, and does not create an attorney—client relationship. It does not substitute guidance from a qualified attorney. If you are in immediate
danger or experiencing a life-threatening situation, please call 911 or your local authorities. 7


https://www.travelandleisure.com/sabre-portable-door-lock-review-7643179
mailto:Hello@ThePublicServiceAlliance.com
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Make An Emergency Response Plan (1/2)

Emergencies never happen when it's convenient. And yet, most of us don’t have a plan for what to do and who to
contact. Below is a quick guide on how to begin to prepare yourself and your family for an emergency that
requires you to leave your home.

Communications Planning

v Preparedness starts with people, not things. Build an emergency support network: at least two people outside
your household who know your plan and can check on you.ldentify at least one person who lives close to you
and one in another location who can be your points of contact in an emergency. Trusted friends and family
should know who they are and be able to reach out to them in order to find you.

v Pack a go-bag (recommendations on following pages)

v In an emergency, seconds count. Your plan should list what you’ll take, where you’ll go, and who you'll call.

This list is not exhaustive. Inclusion of a link does not constitute or imply endorsement of its content. The information provided is for general reference only,
is not legal advice, and does not create an attorney—client relationship. It does not substitute guidance from a qualified attorney. If you are in immediate
danger or experiencing a life-threatening situation, please call 911 or your local authorities. 8



Physical & Personal Security Best Practices w=PSA

Make An Emergency Response Plan (2/2)
Practice Evacuating

v Walk your evacuation routes, time how long it takes to grab your bag, check exits
in every new building.

v If you live in a high-rise or basement apartment, you face extra risks. ldentify safe
floors and know alternate exits.

v Map out the first few steps you’ll take the minute you learn of an emergency and
practice them.

This list is not exhaustive. Inclusion of a link does not constitute or imply endorsement of its content. The information provided is for general reference only,
is not legal advice, and does not create an attorney—client relationship. It does not substitute guidance from a qualified attorney. If you are in immediate
danger or experiencing a life-threatening situation, please call 911 or your local authorities. 9
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PUBLIC SERVICE ALLIANCE

Pack a Go-Bag: In an emergency, you may have only minutes to leave your home. A go bag is a ready-to-grab kit of your
essentials that helps you stay safe, connected, and calm.

Go-Bag Essentials: Must-haves to get through the first few days away from home (1/2)

v Vital documents: passports, birth/marriage certificates, SSN cards, property deeds/leases, insurance papers,
health records & medical information, other government identification, emergency contacts;
keep originals or copies in a waterproof pouch

v Financial access: checkbook, wallet, extra credit card, account info, cash in small bills
v Keys: house, car, safety deposit box, workplace

v Prescriptions (including Rx information) and over-the-counter medications for pain, fever, and headaches, as well as the
common cold; thermometer, vitamins; N95 respirator mask; medical devices (hearing aids, mobility aids, chargers)

v First aid kit & hygiene items/toiletries: hand sanitizer, toothbrush, sanitizing wipes, deodorant, lotion,
hair brush & ties, sunscreen; For women: menstrual products

v Eye glasses and/or contact lenses and lens solution; sunglasses

This list is not exhaustive. Inclusion of a link does not constitute or imply endorsement of its content. The information provided is for general reference only,
is not legal advice, and does not create an attorney—client relationship. It does not substitute guidance from a qualified attorney. If you are in immediate
danger or experiencing a life-threatening situation, please call 911 or your local authorities. 10
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Go-Bag Essentials: Must-haves to get through the first few days away from home (2/2)

Water: bottles, purification tablets, electrolyte tabs, and a water filter

Food: lightweight, non-perishable snacks (dehydrated meals, granola bars, nuts, dried fruit)

Phone charger & backup power bank

Laptop / iPad & charger(s) and portable mobile/internet hotspot

Clothing: extra socks, underwear, warm layer, sturdy shoes

Ear plugs/noise-blocking headphones, eye mask, comfort items (book, playing cards), notebook & pen
Flashlight & batteries, matches/lighters (or crank/solar light)

Maps, whistle, and Swiss Army knife or similar small tool

Radio (battery-powered or hand-crank)
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Digital watch

This list is not exhaustive. Inclusion of a link does not constitute or imply endorsement of its content. The information provided is for general reference only,
is not legal advice, and does not create an attorney—client relationship. It does not substitute guidance from a qualified attorney. If you are in immediate
danger or experiencing a life-threatening situation, please call 911 or your local authorities. 11
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Families & Children Go-Bag Additions: Pack for Safety & Comfort (1/2)

v/ Vital documents: passports, birth certificates, health records & medical information, SSN cards, other
government identification, school/emergency contacts; keep originals or copies in a waterproof pouch

v' Prescriptions (including Rx information); over-the-counter children’s medications for pain, fever, and
headaches, and the common cold; vitamins; N95 respirator mask; thermometer; medical devices

v For babies: diapers, wipes & rash cream, baby carriers/swings, baby formula/breastmilk & bottles,
pacifiers, burp cloths, plastic bags for dirty diapers, changing mat, baby lotion

v Eye glasses and/or contact lenses and solution; sunglasses

v First aid kit & hygiene items/toiletries: hand sanitizer, toothbrush, sanitizing wipes, hair ties & brushes,
sunscreen, extra bandaids & disinfectants

v Extra clothes and blankets

This list is not exhaustive. Inclusion of a link does not constitute or imply endorsement of its content. The information provided is for general reference only,
is not legal advice, and does not create an attorney—client relationship. It does not substitute guidance from a qualified attorney. If you are in immediate
danger or experiencing a life-threatening situation, please call 911 or your local authorities. 12
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Families & Children Go-Bag Additions: Pack For Safety & Comfort (2/2)
v Kids-size ear plugs/noise-blocking headphones and eye masks

Favorite toy, stuffed animal, books, puzzles, games, or other comfort items
GPS tracker for kids

Water: bottles, purification tablets, electrolyte tabs, and a water filter
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Food: lightweight, non-perishable snacks
(dehydrated meals, granola bars, nuts, dried fruit)

This list is not exhaustive. Inclusion of a link does not constitute or imply endorsement of its content. The information provided is for general reference only,
is not legal advice, and does not create an attorney—client relationship. It does not substitute guidance from a qualified attorney. If you are in immediate
danger or experiencing a life-threatening situation, please call 911 or your local authorities. 13
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Go-Bag Essentials: Must-haves to get through the first few days away from home (1/1)
Pets: So they’re ready, too

3-day supply of food and water (bring can opener if relevant)

Bowls, leash, collar/harness, carrier/crate, chew toys

Copies of vaccination records and ID tags

Medications (including Rx) and any special supplies

Waste bags and cleaning wipes

First aid kit
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Current photo of you with your pet (for ID if separated)

This list is not exhaustive. Inclusion of a link does not constitute or imply endorsement of its content. The information provided is for general reference only,
is not legal advice, and does not create an attorney—client relationship. It does not substitute guidance from a qualified attorney. If you are in immediate
danger or experiencing a life-threatening situation, please call 911 or your local authorities. 14
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PUBLIC SERVICE ALLIANCE

Longer-Term Go-Bag Essentials: Sometimes an evacuation isn’t just for a few days — fires, floods, or earthquakes
can leave homes unlivable. (1/1)

If you may not be back for a long time, think beyond your go bag basics:

v Small sentimental/irreplaceable items: photos, jewelry, flash drive with digital archives

v Extended comfort: several changes of clothes (season-appropriate), sturdy shoes, warm layers, hat
v Extra first aid kit & additional hygiene items/toiletries
v

Long-term care needs: extra medications, backup medical devices
(glasses, hearing aids, mobility aids, chargers)

N

For kids: school records, favorite toy or blanket, extra sets of clothes

N

For pets: at least 1-week of extra food, vet records, carrier, bedding
v Keep your long-term items organized near your go-bag so you don’t have to scramble in the moment
This list is not exhaustive. Inclusion of a link does not constitute or imply endorsement of its content. The information provided is for general reference only,

is not legal advice, and does not create an attorney—client relationship. It does not substitute guidance from a qualified attorney. If you are in immediate
danger or experiencing a life-threatening situation, please call 911 or your local authorities. 15



